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In CASED (Center for Advanced Security Research Darmstadt) collabo-
rate the Technische Universitdt Darmstadt, Fraunhofer Institute for Se-
cure Information Technology and the University of Applied Sciences
Darmstadt in the fast developing field of IT Security. In a unique cooper-
ation, which combines different areas of expertise from these renowned
institutions, progressive IT security solutions are researched, developed
and implemented into industrial economy: CASED brings together com-
puter scientists, engineers, physicists, legal experts and business econ-
omists. Read more on www.cased.de.

Digital Watermarking is an accepted technology to discourage illegal
distribution of multimedia. Using a traitor tracing scheme such as Trans-
action Watermarking one is able to trace a distributed copy back to the
responsible person. One both strong and easy to create attack that aims
to manipulate the Transaction Watermark Messages is called Collusion
Attack. Here several watermarked copies of the same content are com-
pared in order to detect the positions of the watermark message. One
promising solution is given by an advancement of the Transaction Wa-
termarks, the so called Collusion Secure Fingerprints. These are binary
codes able to trace back a distributed copy yet after a Collusion attack.
However the provided results show that there is still need for optimiza-
tion. Especially the length of the codes and the according error probabili-
ties cause problems if the code is applied to real world watermarking
algorithms. Several tracing algorithms for Collusion Secure Fingerprints
facing this problem have been proposed. The goal of this thesis is to
analyze and implement one selected state of the art algorithm and to
design a significant testbed showing possible approaches for optimiza-
tion.

e Analysis of a state of the art tracing algorithm for Collusion Se-
cure Fingerprints;

e Implementation of the tracing algorithm;

e Evaluation of the scheme and carrying out a significant testbed
showing approaches for optimization;

e Programming skills in either C, C++ or Matlab
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