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CASED In CASED (Center for Advanced Security Research Darmstadt) collabo-
rate the Technische Universitdt Darmstadt, Fraunhofer Institute for Se-
cure Information Technology and the University of Applied Sciences
Darmstadt in the fast developing field of IT Security. In a unique cooper-
ation, which combines different areas of expertise from these renowned
institutions, progressive IT security solutions are researched, developed
and implemented into industrial economy: CASED brings together com-
puter scientists, engineers, physicists, legal experts and business econ-
omists. Read more on www.cased.de.

Motivation & Goal Digital Watermarking is an accepted technology to discourage illegal

distribution of multimedia. Using a traitor tracing scheme such as Trans-
action Watermarking one is able to trace a distributed copy back to the
responsible person. Therefore a bit code, the watermark message, has to
be integrated into a copy of the original multimedia file. Several embed-
ding strategies, e.g. QIM, Patchwork, are available, but it is still unclear
which impact the chosen strategy has on the resistance against Collusion
Attacks. Here several watermarked copies of the same content are com-
pared in order to detect the positions of the watermark message.
The goal of this thesis is to implement the so called QIM embedding
strategy together with an existing theoretical encoding/decoding algo-
rithm to resist Collusion Attacks into an already operating watermarking
application for audio files. Afterwards a large scaled testbed comparing
this strategy to the already implemented Patchwork embedding strate-
gy according to their resistance against Collusion Attacks should be de-
signed and evaluated.

Details of generation and implementation are to be discussed

Task
asks e Analysis of QIM- and Patchwork-Embedding strategy for audio
¢ Implementation of QIM embedding strategy and of an encod-
ing/decoding algorithm to resist Collusion Attacks
e Design and Evaluation of a significant testbed to compare QIM
and Patchwork embedding
Requirements e Programming skills in C,C++, (Matlab)
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