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Mo�va�on Network fow data serve as an abstract and highly aggregated descripton 

of unidirectonal communicaton fows within IP-based networks.  For a 

specifc period of tme, such fows are uniquely defned by the 5-tuple 

consistng of (source IP address, destnaton IP address, source TCP/UDP 

port number, destnaton TCP/UDP port number, layer 4 protocol num-

ber) and are enhanced with informaton on the intensity of the fow (e.g. 

number of bytes and packets per second). Flow data are exported by ac-

tve network devices (e.g. routers, switches) in diferent formats and ver-

sions (e.g. NetFlow, IPFIX) and, among other purposes, are used for moni-

toring, billing, accountng and anomaly detecton.

Task While usage of network fow data leads to highly reduced data sets in 

contrast to raw packet captures, in high-speed networks many fow re-

cords per second are exported and have to be stored for varying periods 

of tme and are being retrieved using varying characteristcs, depending 

on the area of applicaton. In this research work, therefore, efcient and 

fexible  strategies  to  network  fow data  storage and  indexing  shall  be 

anaylzed and a prototypical soluton shall be developed. The prototypical 

soluton shall be able to harmonize diferent fow formats and versions.  

Optonally fow record clustering and correlaton can be discussed.
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